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section 64.200' eI uq of the Commi."ion", rules.

The company hn OOllllh'1l Iny actions (pI'O(:«(lmss m'>lilute<l Of rctilions filed by. c'''''f'l'"Y al
either Slalc commissions. Ihe coun syswm. or.t lhe C<>mmi<sion Ig.inst dlt. l!rokcrs) /lgainst <full
borolcrs in lhe past year.

lne tompally Iw IlOI recel~ed any tUSIOmeT complalnls '0 the past year CIlIICeITIiOll the unauthori1ed
",as.: ofCPNl. (number of c 1Omer com"laml! a OOompillY has RlCCi~ed ,..,I.ted 10 unlIuthooiud aoc<:eSS
10 CPNI. or u.wlIhoriud <,IiK ,.., ofCPNI. brolen down bycalel"l)'or romplamt. t g.. ,"Slallce'l of
'mproper accQ$ b) cmplo)_ insllna:$ of utlpropcT dlJClo$u,.., Ul indi.·"II.b nQl.IIIlhorualUl recene
the infOl1l\lllioll. or ,"!UnOCS ofimproper~ 10 001_ 10fOl1l\lllion by ind"id....b nol alllhorUed 10
\._ W information).

S...,e.......,' "~pl.in;ng CPNI procedure..Anaoch"",

-n.e ....,...'1 "P_lOU and ........1S thIII the abo>e cerof'ClII'. ;. COMi5unI ,,'th .7,C.f.R. § 1.17
"h",h raquira; tnMfuJ Mel ace__IS 110 Ib: Ccm....u.ion. ll>c 0011"") abo ........~ Iha
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tIId M*)Sub' . 10 mr. aoction.



Exhibit]

ULooMER TELEPHONE COMI'ANY

STATt;MENT EXPLAINING 1l0W TIlE COMPANY'S OPERAT[NG I'KOCIWURES
ENSURE COMPLIANCE WITII TIlE FCC'S CPN) RULES

I. Customer Propriel:lll')' Nd"'ork Information ("CrN)")

ePNI is defined in &'Ctiun 222(1) of the Communications Act as (A) infonnmion that relates
10 the quantity. technical confil>(uration. Iype. destination. and amOlUll of use of a
telecommunications sen>ice suhsi:'ribed to by M)' customer of a telecommunications carrier.
and that is made available to the carrier by the customer solely by vim"" of the carrier
customer relationship; and (1I) infonnation contained in the bills pertaining to telephone
exchange service or telephone toll service rt'ceived by a cust"mer "f a carrier (except that
CPNI docs not include subscriber list information),

Gerll"rally, CI'NI includes personal information regarding a consumer's usc of his or her
telecommunications services. CPN! encompasses information such a.~: (a) the telephone
numbers c.aJk-d by a consumer; (b) the telephone numbers calling a customer; (c) the time.
location and duration of a consumer's outbound and inbound phone calls. and (d) the
telecommunications and infonnation scNices purchased by a consumer.

Call detail infilnnation (also known a' "call records") is a category of crN] that is
particularly St-'Ilsitive lrom a privacy standpoint and thal is sought by pretexters, hackers and
other unauthorized entities for illegitimate plJlJlOscs. Call detail includes any infonnation
that pertains 10 the transmission of Ii spe<;ific telephone call, including the number ~all~d (for
outbound calls). the number from which th~ call was placed (for inbound calls), and the date.
time. location and/or duration ofthe call (for all calls).

II. Use and l)j~eh",ufT (If CPNI I~ Re.trieted

The Company recognizes that CrNI includes information that is personal and individually
idenlifiable,llIld that privacy concerns have led Congre~ and the FCC to impose restrictions
upon its use and disclosure, and upon the pruvision of acceSs to it by individuals or entities
inside and outside the Company.

The Company has designat~-d a crN! Compliance Olliccr who is responsible for; (I)
communicating with the Company's attorneys and/or consultants regarding CPN!
responsibilities, requirements and restrictions; (2) supervising the training of Company
employees and agents who use or have access to CPN]; (3) supervising the usc. disclosure.
distribution or access 10 the Company's CPN! by independent contractors and joill1 VClI1urc
partners; (4) maintaining l'Cl:ords regarding Ihe usc ofCPNl in mark~ling citmPilign~; amI (5)
receiving, reviewing and resolving questions Or i~s\Ies regarding use. di!IClosurc. distribution
or provision of access 10 CPNI.



Compan) em.p10)'en and ag~1s thaI may deal ""1m CPNI hne been informed thai tIle're are
substantial federal restrictions upon CPNf use. distribmion IUld access. In order to be
authorized to usc or access the Company's CI'Nt employees and lIgents must receive
lmjnin~ with rcspec1tO the n:quirements of Sectiun 222 of the Communications Act and the
FCC"s CrNt Rules (Subpart U of Part 64 ofthc FCC Rules).

Ikf~ an qcnl.. independent conU1ICIOr or joinl ~erllure plIrtner mIIy recc:i~~ or be allo..-ed 10

.cttSS or laX the Con1Jl'lly's CPNt the ¥DI'S, Independe..t C(JIItrad()r'S or joint ~'mture

partrIef's qJet:ll ....nt with tho: Compan) must c:ontain provisions (or the Company IUld me,
lIgl"llL 1I1Idependcnt conU1lCtor or joml ~'enture partJ1et" must l"Ilter into IlIl akIitiorW
confidentiality agreement which provides) that: (I) the agent. independ~t contractor or joinl
venture partner may u~ the CPNt only for the purpose for which the CPN1 has been
provided; (b) the agem, independenl colltractor or joillt venture panneT may not discloge or
distribute the ePN! to, or Illlow aetCSS to 1M CI'NI by, any other lJMIy (unl~ the alienI.
independenl contmetor or joint >1:nlUre partner is ""'pressly wxI 5Jl'«'ifieally requimllO do $Q

0)' a o:ourt ordn-); and (e) the agenL indq>enderlt contractor- or joint venture partner must
Implement~ and specifIC $&fquanb KCqllabk 10 thr Company to ensure: thr
oonfKlcmiality of the Complllly's CPNI

III. I'nllfetiO" orCI'NI

I. The Company may. after receiving W1 appropriate ""rillcn request from a customcr,
disclose or pmvidc thr customer's CPN! to the customer by scndioll il to the CU.'ltunlCr·s
akIras or m:ord. Any and all :roch customer requests: (I> must be made in writing; (2) mllSl
include thr customer's corm:1 billill& rwne and MkIress and ICIcpbonc number: (3) must
5pC'Cif)" exactly wnal tnX' or trpl:S of CPNI must be discloeo:d or provided; (4) must specify
tho: tirl'll" period for ",llich thr CPNI mU51 be dixlo!cd or provided: and (5) mU5t be signed by
the custorna'. TlIc Company ..ill di"l""" CPNI upon affirmat""C: ",rinen requc:sl by tbe
customer to In)' per.lOn designated b)' tho: CUstomel". but onl)' after the Company calls the
customer's telephone numbeT- of re«>rd and/or sends a notification to the cusJ(Im('r's address
of rewnlto vcrify the occuracy ofthi~ request.

2, The Company ..ill provide a Cll5tomer's phooc reoon1s or other ePNI 10 a law
enforcement~y in IIOOORIancc ..,th applicable legal requirements,

3, Sina Dcttmber I, 2007, the Company retains all CU51amcr passwords and -shared
.sccret- question-answer combinations in secure files that mIIy be llCCf:$$Cd only by aulhorind
Company employ«s who need $lICh infOlltUllion in order to authenticate the identity of
customer.! requesting call detail information over the telephone,



4. Sil"lU Otttmba" I, 2007, Compan} m-oplo)ee5 authmtM:ak all liekphooc 1'ftl'1eSl1 for
CPNI in tht SlIlI'It manner \l>betM or no! the CPNI oonslstJ of call deWl infl,lnn/llioll.. llw
i$. Company m-oployecs mU$l: (I) be furnished tht' CUSIomer'S ~bli5hc:d pass""urd (or
cOIre.:t ans.....ers to the beck-up -shared secre'- combinations): (b) send the l'nluested
information to the Custome1"S postal or dectl'Ol!ie --'dress of reaml- (see definitiun Ilxwe);
or (c) <:aIllhe customer back at the customer's "telephone numbocr of m:-oro (~dcfinili()l1

above) with the re<juestcd infonnatlon.

5. If a customer subscribo.'!I to multiple SL'TVic,,", offered by the Compan)' and an affiliale. lhe
Company is permittallo shan: the customer's CPNI regarding 5UCh !lCTVK:es with ilS affiliate.
If a customer does not subscribe to lUIy telc<:ommunications or non..td«ommuniealions
IiefVm offeml by lID affiliate. the Company is IlOl: pmnincd 10 share the CUSlOmer'S CP~I

""im the .ffiliate ""ilhout the CUS\OmCT'S oonJml punuant to the appropriate notice and
appro"a! ~ures SCI forth in Sectiom 64.2007, 64.2001 and 64.2009 ofthe FCC's Rule3.

6. When an exi$ting custOmc'T" calls the Comparty 10 inquire about or order new, additional or
modified llCn'iees (in..bound man:eting), the Company may Il'Je lhe eUlAOfI1a"'S CPNI othet"
than call detail ePNI to lISIist the customer for the duration of the cU5tomer's call if the
Company provides the customer with the ornl notice required by Sections 64.2008(c) and
64.200I{O of the FCC-s Ruks and after the Company authenticates the ClJStomer.

Since r>ecember 8.. 2007. the Company disclOk'S ur relc~s call detail information to
customCI1l during CuslOllk'T·initiated telephorK: conlaClS only when the cust()l1}Cf provides a
pre-ntabli~ password. If the~d~ nol: pro,ide • pa'lSword. call detail
information is rt'leascd only by xnding it 10 the CUSIOIIICT'~ addTas of reoord or by W
carrier callilli the CIISIOrOoCr III the telephone number of m;onl, If tM CIl5lomn" is able 10
Jlro"ide 10 the ComJllWlY during. CU'IIlln)CT-uutiated telepbone call. all of lbe call detail
information MCCSS8ry 10 address. CUSIOmCT service issue (i_r~ the le\qlOOne nwnber called.
",,'ben il ....as called. and. if applicable, the amount clwgcd for the call) ....itOOut ComJ*1-Y
assistance, then the Company may take TOI.Iltnc customer service actions ~Iated to .such
infortnlltion. (Ilowc'-er, under this cin.:umstanee, the Company may not disclO!Jl: to the
CUstOmCr ltny call <ktail infonnatioo about the customer account other Ihan the call detail
inf01TJ\atiO<\ Umt the customer provides without the customer first providinllll- pll-Ss,",'ord.)



7. Tht:' Company uses. discloses. and/or pennits acC<!ss to CPN! in connection ....ith
Company-initiated marketing of services to which a customer does oot already subscribe
from the Company (ouHJound markctinl\) only pu~uant 10 the ootice and approval
proc~dures sct forth in Sections 64.2007. 64.2008. and 64.2009 of th~ FCC's Kules. All
proposed out-bound marketing activities arc reviewed by the Company's CrNI Compliance
Officer for compliance with the CrNI restrictions and requirements in the Communications
Act and the FCC Rules.

g. The Company maintains appropriate p::!pt:r and/or electronic l"CWrds that allow its
employees, independent contractors and joint venture partnCTh to clearly establish the status
of each customer's Out-out and/or Opt-In approvals (if any) prior to uSC of the customds
CPN!. These records include: 0) the datc(s) of any and all of the cushmlCr's deemed Opt-oUl
approvals and/or Opt-in approvals. together with the dates of any modifications or
revocations of such approvals; and (ii) the tYMs) of CI'NI usc, access, disclosure and/or
distribution approved by the customer.

9. Before a customers CPNI can be uSt.-d in an out-boUJ1d marketing activity or campaign.
the Company's records must be check~-d to detennine the status of the customers CI'NI
approval. Company employ~'es. indcpt"nd~-nt contmdors HIJ<l joint venture partners are
rt.'<juired \() notify the CPNI Compliance Officer ofany access. accuracy or security problems
they encounter \\lith respect 10 these records.

If new. additiornd or extended approvals are necessary. the CrNI Compliance Officer will
detennine whether lhe Company's "Opt..()ut erNI Notice" or "Opt-In ePNI Notice" must be
used with respect to various proposed out-bound markcting activities.

10. The CI'NI ComplillJlCe Ollieer "ill maintain a .-.:cord of each out-bound marketing
activity or campaign. including: (i) a description of the campaign; (ii) tnc specific ePNI that
was used in the campaign; (iii) the date and purpose of the campaign: IUld (iv) what products
and services were olTt'TCd as part of the campaign. This record ~hall be mainLained for a
minimum of one year.



11. The Company's employees and billing agents may use CPNlto initiate. render. bill and
colleel for telecommunicatioos s.:rvices. The Company may obtain information from new or
existing customers lhal rna)' con~titute CPNI as part of applicalion~ or requests for ncw.
additional or modified sel",ices. and ils employees and agents may use such customer
infonllation (without further customer approval) to initiate and provide the :le-rvices.
Likewise. the Company's employees and billing agcnts may use custorncr service and calling
records (without customer approval): (a) to bill cu5lomers for 5CC','ices rendered 10 Ihem; (b)
10 invesligate and resolve disputes with el1.~tomers regarding their bills; and (c) to pursue
lcgal. arbitration. or othcr processes 10 collect late or unpaid bills from customcrs.

12. The Company's employees and agents may use CI'NI withoul customer approval 10
pnltect the Company's rights Or property, lllld hl pr(>l(,ct users and other carriers from
fraudulenl. abusive or illegal use of (or subscription to) the telecommunications service from
which the CI'NI is derived.

Because allegations and investigations of fraud. abuse and illegal usc constitute veT)'
sen..~iti\"e matters. any access. 11.'<C, disclosure OT distribution of ePN I pursuant to this Section
must be expressly approved in advance and in "-'Titing by the Company's CrNI Compliance
Officer,

13. 'Ibe Company's employees. agents. independent eonlr~c\Or!i and joinl venture partners
may NOT use crNI to identify or track customers who have made calls to. or m;eived calls
from. competing carrier.!. Nor may lhe Compan{s emplo)·ees. agMt•. independent
contractors or joint venture partne,.,. use or disclose crNI for personal reasons or profit.

14. Company policy mandalt:s that files containing CrNI be maintained in a secure manner
such that they cannot be used. accessed. diselosed or distributed by unauthorized individuals
or in an unauthorized manocr.

15. l'aper files containinll CPNI are kept in SI.'Cure areas. and may not be used. removed. or
copied in an unaulhorized manner.

16. Electronic files and databases containing ePNI arc maintained on computers lhat are oot
lIccet\Sible from the Internet or that arc on the COntpany'~ intIanel behivd firewall$ lhat are
regularly monitored and tested fOT effectiveness. In addition. such electronic files and
databases may be acccsSl..'<! only by authorized Company employees who have been provided
a currently effective strong logio lD and password (which password is periodically changed).

17. Company employees. agents, independent contracton and joinl venture parlJlt.1'S are
required 10 ootify the CrN! Compliance Officer of any access or S<.'Curity problems they
encounter with resl)CCt to fi les containing CPN1.



Ill. The Company may permit its customers to estahlish online accOUIliS. but must require an
appropriate password to be furnished by the customer before he or sh" tim access any CPN!
in his or h"," onliIl<:' account. Since Doc<'ltlber 8, 2007, passwords may NOT be based upon
readily obtainable biographical information (e.g., the customer's name. mother's maiden
name. so<:iaJ security number or date of birth) or account informatioll (e.g,. the eustornt-T'S
telcphone number or address).

19. SillCe Deccmber 8. 2007. customers may obtain an initial or replacement password: (i) if
they come in person to the Company's business ofliee, produce a driver's license, passport or
other government-issued identification verifying their identity. and corrL'Ctly answer certain
questions rcgardinll their service and address: or (ii) if they call a specified Company
telephone number from their telephone number of record, and then wait at tiUlt ntunber until
a Company representative ulls them back llIId obtains com:ct answers 10 ccnain questions
regarding their .service and address.

20. Since Dt:<;emtl<'r 8, 2007, the Company will notify customers immediately of cenain
changes in their accounts lhat may affect privacy or securily matters.

a. The types of changes that require immediate notification include: (a) change or request
for change of the customer's password; (b) changc or request for change of the
customer's address of record; (c) change or request for change of any significant element
of Ihe customcr's online account; and (d) II change or request for change 10 the
customer's responses "'ith respect to the back-up means of authentication for lost Or
forgotlen pa.sswords.

b. The TK)tice may be provided by: (a) a Company call or voicemail 10 the customer's
telephone number of record; (b) a Company te"t mes.'lllge to the customer's telephone
number of record; ur (c) a written notice mailed to the customer's address of record (to
the customer's prior address of record if the change includes a change in the custom","'s
address of record).

c. The notice must identify only the lo\""ne,...,,1 type of change and must not reveal the
changed information.

d. The Company employee or agent sending the notice must prepare and furnish to the
epN! Compliance Ollicer a rnt-'l11Orandum containing: (a) the name, address of record,
and telephone number of record of the customer notified; (b) a copy or the e"act wording
of the text m"ssage, "'T;tlen notice. tekphonc message or voiccmail message comprising
the notice; and (c) the date and time that the notice was scnt.



21. Since December II, 1007, tilt, Company must provide an initial notice to law L'Ilforcement
and a subsequent notice to the customer if a sccurity breach rcsulls in the di.",losull' of the
customer's ePNI to a third parly without the o;:ustomer's authorization.

a As soon as practicable (and in no event more than :;evcn (7) days) after the Company
discovers that a person (without authoriution or exceeding authorization) has
intentionally gained access to, used or disclosed CPNl. the Company must provide
ele<:tronic notification of such breach to the United Smtcs Secret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC at hllr:/I,,"'·w.l'ce.ll\lvlehlcpni.

22. Deleted.

23. Since Ikcembl:r 8, 2007, the Company will provide custome~ with acceS1i to erNI at its
retail locations if thc customer presents a valid plloto ID and the valid photo ID matches the
name on the accoum.

24. Since Decemocr 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indicative of pretexting including requiring Company emplo)"ees,
agems, independem eontmetors and joint venture partners to notify the CPNI Compliance
Officer immediately by Yoiee. voieemail or email of: (a) any suspicious or unusual call
fC<juesting a customer's call detail infonnation or other CPNI (including a call where the
caller furnishes an incorrect password or incorrect ansv,er to one or both of the "shared
~ret" question-ans"l:r combinations): (b) an)" suspicious or unu~ual atlempt by an
individual to change a customer's password or account infonnation (incilldin~ pmvidin~

inad~uate or inappropriate identification or incorrect "address or record:' ·'telephone
nwnocr of record" or other significam service information); (c) any and all discovered
inslances where access to the Company's electronic files or databases containing passwords
or CPNI was dcnied due to thc: provision of incorrect 10gins and/or passwords; and (d) any
complaint by a customer of unauthori7.e(\ or inappropriate use or disclosure of his or hcr
CrNl. The ePN! Compliance Ofliccr ",ill request further infonnalion in writing. and
investigatc or supervise the investigation of. an)' incident or group of inddents thai
reasonably appear to entail pretexting.



In 8ddition 10 the specific mailers n:ql,li~ I() be revie...ed and approved by the Company's
ePNI Compliance OffICCf. anplo)'ccs and aw:nls. indcpcndc:nl contnerors and joinl \"tfI1UR:

partnef$~ !llrorIgly enroul'1lged 10 bring any lnd all~ qucslions. iMues or unccrtllinties
~inll the llSe, di$c~. or lIIlXeSS 10 CPt\'1 10 the lIil",11on of the Compants CPNI
Compliance OffKCr for appropriate in\'eSliption. rc\-icw and guidance. "The e:xtenllO ...1tich
• pertKvlllf empioytt or agml brought a CPN! mailer 10 Ihc: Mtention of Ihr: CPNI
Compl~ Offltt'r and moci\'1:'d appopriolle guidanlr is • material oonsOderMion in any
dl5ciplllwy action bJou&hI ¥lin§t !he employee or ageDt for impamiMibk U!lll'. diJclosun:
or access 10 CPNt

V. DDcipliall'}' Pro«du~

The Company ba$ infonned il$ nnplo)ttS aod agalts. indeprodrol contnlClOflI and joinl
vcnture partI1Crs thai il considcrs oomplillflCC ..ilh the Communications ACl and FCC Rules
rcgardin81hc: UllC. d;xlo~ and lIIlXeSS 10 CPNlto ~ \"Cry impC:ll1JU1t.

Violalion by Company cmployees or Igents of such CPNI requiremcnlli will lead 10
disciplinary oction (including rem.:dinJ truining. reprimands. unfllvomble performllJlce
rcviews. probation. and termilllllion). depending upon the drcumstances of the violation
(including the sevcrity of the violation. whether the violaliun was II tirs! Time or repeat
violalion. wheth<..... appropriate guidance Wlls scught or received from Ihe CI'NI Complin""e
Officer, and The cxlt:rtITO which me viollllion was or was not deliberate or malicious).

Violation by' Company indo:pendent contraclOl1I or joint venture parlners of JUCh CPNI
requirements ..ill lead to promp! diso.:iphoary action (up 10 and includillll remedial Il3ining
and termination oflll<' conll3C1).


